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1. Introduction HashForm

1 INTRODUCTION

HashForm is a handy GUI application for quickly calculating or verifying various
types of checksums (hashes) of arbitrary files or provided text.

Checksums are commonly used in data integrity checks, i.e., to verify that file content or
any other data in digital form has not been modified with respect to original or expected content.
Whether you store or transmit (e.g. send by mail or download from the internet) the data, by
calculating the checksums of that the data at two point in time and comparing these checksums, you
can confirm that the data has not been changed between these two points if the checksums match.

What’s new in this version:
e User interface improvements:

o Files or text whose hashes are to be calculated can now be dropped anywhere
within application window. After text or a file is dropped, application
window gets in front of other windows. This makes easier use with other
applications such as file managers or text editors.

o Application window can be moved and/or resized by clicking and dragging a
mouse anywhere within application window. This enables very efficient
positioning relative to other application windows. Left mouse down & drag
to move the window, Ctrl-left & drag to resize, release left mouse button to
stop dragging or resizing the window. Alt key enables these gestures on
interactive elements such as buttons or text boxes (without Alt this works
only when clicking on empty space or labels).

o F1 (view help) and Ctrl-F1 (show information about the software, including
buttons to view help pages and home page) were added.

o Context menu was added. Launched by right click on non-interactive area of
the window, currently it only includes “Help” and “About” items.

e Bug fixes and general improvements:

o Hash (checksum) verification: when a reference hash value is inserted and
verified, it can now contain leading or trailing spaces, which are trimmed off
before verification is performed for whether the provided hash matches actual
file or text hash. Before, such situation caused error condition.

o Errors in provided hash format are handled.

o If a non-existent file or a file that is not readable is provided for hash
calculation, an error is reported and indicator light changes to error color
(red). This was not handled properly in the previous version.

o + other small improvements and fixes.

HashForm has the following features:

e Calculation and verification of standard checksums (hash values):
o MD5
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1.1

SHA-1
SHA-256
SHA-512
User can select which checksums are calculated (important for large files)
o Possibility of saving calculated checksums to a file
Calculation of checksums (hash values) of arbitrary files
o Specify the file by browsing or drag & drop a file from a file manager or by
specifying file path
o Directory of last selected file is remembered
o Immediate calculation of checksums after selection of a file
Calculation of checksum of arbitrary text
o Text can be typed in by user
o Text can also be dragged & dropped from a text editor, office application,
browser, or any other application that supports selection and drag & drop of
text
= |Immediate hash calculation when text is dragged into the working
area
Easy switching between calculation of checksums for files or for text
o Switching is automatic:
= when text or file is dragged & dropped into the working area
= when a file is selected either by browsing or by specifying file path
Easy to use user interface, optimized to speed up work and reduce possibility of
mistakes
o Help file — user manual can be displayed by clicking a button
o Application window can be easily moved around or resized by intuitive
gestures (mouse down & drag, Ctrl-drag, Alt to enable move/resize on
interactive elemets)
o Responsive user interface in case of large files
Possibility to cancel calculation of checksums (important for very large files)
o Automatic calculation of checksums when possible, no need to click a button:
= After drag & drop of file or text
= After selection of a new file
o Copying of calculated checksums by clicking a button to minimize possibility
of errors
o Pasting checksums to be verified from clipboard by clicking a button
o Indicator light indicates the current status: no results available / busy / results
successfully calculated and available / error occurred.
Cross-platform, runs on Windows, Lunux or Mac. On non-Windows systems, the
Mono framework must be installed in order to run HashForm. The same executable
is run on different platforms.

o O O O

O

Changes in this Version
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This is a minor release where some bugs were fixed and a few minor improvements were
introduced.
The following has been changed in this version:
e There were several bug fixes.
e Minor improvements in GUI.
e Help file was supplemented by additional instructions and tips.

2 USER MANUAL

2.1 Installation and Running

HashForm is a portable application, therefore installation or setup is not needed to use it.
You can run it from a disk or even from a USB stick or any other internal or external storage
device. You simply download the executable file (the .exe extension) and run it. The only
requirement is that you have .NET framework (on Windows) or Mono Framework (on Windows or
Linux) installed. Most modern Windows computer have .NET Framework installed by default, so
you don't need to install anything in order to run the application.

Instead of packed single executable, you can also download a compressed directory
containing executable and some dynamic libraries (in a single file executable, the libraries and
executable are bundled in one file). This variant also contains help file (the manual), which can be
viewed when offline. With single file executable, the help files can be viewed only when online,
unless you download the files (either HTML or PDF or both) to the same directory that contains the
executable.

When executable is downloaded, you can double click it from any file manager such as
Windows Explorer, Total Commander, Krusader (on Linux) or whatever tool you use. You can also
run it from command prompt - in this case it is convenient to put the executable (and the dll files
and help files, if you download the multi-file variant) into a directory included in system PATH
variable.

2.2 Use

Use of software is very intuitive and you will probably not need much instructions in order
to discover most of its features (Figure 1). In order to calculate various checksums (hashes) of a file,
wither drag&drop the file (e.g. from a file manager application) into the larger text box below, or
browse to the file using the Browse button. All activated types of checksums are calculated
immediately. Use checkboxes on the left in order to switch calculation of specific types of
checksums.



https://www.microsoft.com/net/download/framework
http://www.mono-project.com/download/
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SHA-1: la4f3dba7689bd94e873063c03bd3156d8ddebd01 ] Copy SHA-1
SHA-256: i5{}89&%82288902579586%812783d0%3e5789c00220()ebce43097d7d619 l Copy SHA-256
sHA512: [ | | | Copy SHA512
Calculate Hash Values Clear | [7] Save File Hashes to Files [] Upper Case
Verify Hash Value for the Specified File or Text (any Supported Type): Verify Hash
Hash: “ l Paste Hash

File Contents Preview:

(* Content-type: application/mathematica *) ~

(*** Wolfram Notebook File ***)
{(* http://www._.wolfram.com/nb *)

(* CreatedBy="Mathematica €.0' *)

{(*CacheID: 234%)

(* Internal cache information:
NotebookFileLineBreakTest
NotebookFileLineBreakTest

Figure 1: HashForm user interface, with hashes for a selected file calculated.

To calculate checksums of arbitrary text, click the Text radio button, inseert text into the box
at the bottom, and click the "Calculate Hash Values™ button. You can also drag selected text from a
text editor, office application, web browser, or any other application that allows celection and
drag&drop of text, into the box at the bottom.

When a file or text is dragged into the box at the bottom, the file / text mode is switched
automatically as necessary (the current mode is established from whether the Files or Text radio
buttn is checked).

Checksums (hash values) can be auomatically saved to a file by checking the "Save File
Hashes to Files".

At any time, checksums can be re-calculated by clicking the "Calculate Hash Values"
button. Most of the time, this is not necessary for files because calculation starts automatically as
soon as the file is selected - either by dragind a file into the box at the bottom, browsing to a file by
clicking the "Browse™ button, or inserting file path into the text box labeled "File:" and pressing
Enter.

Calculated checksums (hashes) are displayed in standard hexadecimal form. By checking
the "Upper Case" checkbox, upper case 'A' to 'F' letters are used to represent digits 10 to 15
(switching upper/lower case may be useful if you need to compare with values written on paper).
Calculation of any type of checksum is switched on or off by the corresponding checkbox next to its
type name ("MD5", "SHA-1", etc.).

At any time you can verify whether actual file or text hash corresponds to the specific value
provided elsewhere. Just paste the value provided by your source into the text box beside "Hash:"
and click the "Verify Hash" button above the text box. If the provided hexadecimal value
correspond to actual hash of your text or file of any given type that is considered by the application,
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an informative dialog box is launched stating which type of actual hash was provided. It the
provided value does not correspond to any considered type of hash of the current file or text, then
an error dialog box is launched informing user of the situation.

Please note that provided value is checked only for those types of checksums listed in the
user interface. If a valid checksum of any other type is provided, it is not be recognized. However,
the check is not performed only against active types (whose checkboxes are checked) but against all

types.

More detailed specification of the user interface is found below.

2.3 Detailed Functionality

2.3.1 Calculating File Checksums

i Hash Generator for Files and Text

Hash Generation
@® Files O Text

File: | U:\ws\workspace'\base\igso

MD5: ’30008237310165&3

Figure 2: The “Files” radio button is on when file hashes are calculated or verified.

When File checksums (hashes) are calculated, the “Files” radio button is switched on
(Figure 2). The file whose hashes are calculated can be specified in several ways:

e A file is dragged and dropped into the application window. File can be dragged
from a file explorer such as Windows Explorer, Total Commander (Windows),
Midnight Commander, Dolphin, Krusader, Konqueror, GNOME Commander
(Linux), etc. See Section 2.3.3 for more details.

e File path is inserted or copied into the text box labeled “File:”.

e By clicking the “Browse” button, file can be specified by the file selection dialog.

Hashes are calculated immediately after a new file is specified in one of the above
mentioned ways. Only those hashes that are checked are calculated. Hashes can always be re-
calculated by clicking the “Calculate Hash Values” button, or cleared by clicking the “Clear”
button.

By checking additional checkboxes for different types of hashes, hash values are
immediately calculated for these values. If any of these checkboxes is unchecked then the hash
value remains visible until a new file is selected or re-calculation is performed or the “Clear” button
is clicked. Each of the supported hash type is denoted by an appropriate label followed by a
checkbox where calculation of this type of hash values is switched on or off. A text box follows
where hash value is written after it is calculated.
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Each text box is followed by a “Copy ...” button. Clicking this button copies the
corresponding hash value to clipboard. After clicking the button, hash value can be pasted from
clipboard into every part that supports pasting text. The appropriate copy button can also be clicked
for those types of file hashes that were not calculated (i.e., whose checkboxes are unchecked). In
this case, the hash value is first calculated, then written to the appropriate textbox and finally copied
to clipboard. The corresponding checkbox remains uncheck, and when another file is specified, the
corresponding hash is not calculated.

Calculated hash values are represented in hexadecimal form where letters ‘a’ thru ‘f” are
used to represent hexadecimal digits from 10 to 15. By convention, both lower and upper case
letters are legal, and user can switch between one and another by checking or unchecking the
checkbox labeled “Upper Case”. When hash values are verified, using lower or upper case letters
does not affect the result. Also, in the pasted hash value to be verified, spaces before or after the
string are ignored and don’t affect the result.

2.3.1.1 Verifying File Checksums

The most important functionality provided by the software is the ability to verify whether
file hash, which is calculated by the software, corresponds to expected file hash provided by
some other source.

For example, in a typical scenario you may download a file (such as software installer or
compressed archive) from the internet and the author (creator, originator, or source) of that file
provides one or more hash values of different types for that file. When you download a file form the
interned, it may not actually be the file you believe it is — somebody may have uploaded a different
file on the server (which is often not controlled by the original creator of the file) or even infect the
original file by a virus or some other malicious software. By calculating the actual hash value of the
downloaded file and comparing it to the hash value provided by the original author of the file, you
can check whether you have actually downloaded the unmodified original files that you expected to
download.

Verifying files in this way is primary intention of calculated hash values. Hash value is
calculated from the complete contents of the file by applying of the hash function to file contents.
Hash functions have special properties that ensure that if two files have the same calculated hash
value then their contents are for sure the same. More precisely, it is extremely unlikely that two
different files would produce the same hash value. Hash functions have the property that any small
change in the file (even if a single bit of a long file is changed) results in completely different hash
value that is uncorrelated with hash value of the original file. It is possible (but very unlikely) that
two files that differ in contents would have the same hash value. For the specified hash value, it is
also extremely difficult to construct a file that would produce that hash value. Because of these
properties, if the checked file has the same hash as the original one, we can assume with great
certainty that the check file is the same as the original one.

Some algorithms for calculating hash values are less safe, meaning that it is less difficult to
generate a file that has exactly the same hash as the specified (provided) hash. The MD5 and SHA-1
algorithms are known to have this kind of vulnerability. Therefore, it is advised to use better (and
slower) algorithms such as SHA-256 or SHA-1. HashForm can calculate MD5, SHA-1, SHA-256
and SHA-512 hashes. These are most common and standard types used in practice and cover vast
majority of cases where file hashes are needed.
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It would be cumbersome and error prone to manually (visually) compare the calculated hash
of the file to the hash provided by the original source of the file. For this reason, HashForm
provides a comfortable tool to check whether a provided hash value (checksum) is the same as a
given checksum calculated for the specified file.

In order to verify file hash, simply copy and paste the provided hash into a text box under
“Verify Hash Value...”. This can be done by clicking in the text box (beside the “Hash:” label) and
pressing Ctrl-V on the keyboard, or by right-clicking in the text box and selecting “Paste” from the
context menu. The same is achieved by simply clicking the “Paste Hash” button, which copies
contents of the clipboard into the textbox.

After the reference (provided) hash value is pasted into the text box, you can verify whether
this hash is the same as the actual (calculated) file hash by clicking the “Verify Hash” button. This
compares the provided hash (pasted into the text box) with each of the calculated file hashes and
checks whether the provided hash matches any of the calculated hashes. If it does then a message
box is launched telling which type of the calculated hash value corresponds to the provided hash
value (Figure 12).

If no match is found then an error dialog is shown informing you that the provided hash
value does not correspond to any of the calculated hash values (Figure 4).

Hash Generation
| @ Files O Text Help About -
| File: [ D:\users\igor\0000\tmp\ElementaryProcessesinProteinFolding.nbp ‘ Browse
i MD5: l068a276320befS14e4393ed4e042b34b l Copy MD5
| SHA-1: ’aAdeba?GBdeSAe87306ac03bd3156d8ddebd01 ] Copy SHA-1
| SHA-256: {50899%82288%257958%%12783d0&)3e578900c2200ebce43097d7d619 l Copy SHA-256
| SHA-512: [cOcdf3bOB165e239e6ad3a02581a1ea1d345ddf5366cbcba486a025760860898a84935102fdfee95c21361Dccacdbad7cf6e<:40982ed969d] Copy SHA-512
| Calculate Hash Values Clear | [7] Save File Hashes to Files [] Upper Case
| Verify Hash Value for the Specified File or Text (any Supporied Type): Verify Hash
| Hash: [adedba?GBdeSde87306ac03bd3156d8ddebd01 L oanes Hash
| Info X
File Contents Preview:
| | {* Content-type: application/mathematica *) 0 The verified value matches the SHA1 hash of the specified file. o
! (*** Wolfram Notebook File **%) File path:

\Genttes i wey: goltxam: cos/nbiic) D:\users\igor\0000\tmp\ElementaryProcessesInProteinFolding.nbp
| | createdBy='Mathematica €.0% *) Checked hash: a4f3dba7689bd94e87306ac03bd3156d8ddebd01
; {(*CacheID: 234%)
| | {* Internal cache information:
| |NotebookFileLineBreakTest
| |NotebookFileLineBreakTest v
[}

Figure 3: Successful verification of file hash. Message box informs the user that the
provided hash value copied into textbox beside the “Hash:” label corresponds to the calculated
SHA-1 hash of the specified file that is being verified. This means that the verified file is almost
certainly the same as the original file for which the hash was provided (typically by the original
creator or source of the file).
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Hash Generation [
@ Files O Text Help O
File: [D:\users\Jgor\OOOO\tmp\ivieww_setup,exe W Browse
MD5: [788122AB3A4FSBZ7DS7C1SDSCD9F7DBB l Copy MD5
SHA-1: [833C653E79F83388531D7C9A983759C4FA59E800 ] Copy SHA-1
SHA-256: [438C341AAA89FOA008F9590%E3F5 R ———. J Copy SHA-256
| Error x
SHA512: [ [8BA0788ACBBDFDEDA5D9A8CFBE[ ] Copy SHA-512
Calculate Hash Values Clear | []SaveR ERROR:
- 5 The verified hash is NOT a VALID HASH of any supported type for the -
Verify Hash Value for the Specified File or Text specified file. Verify Hash
Hasle [71b44cd3d14376bbb61%2!e8a632d2920038 File path: D:\users\igor\ODOO\tmp\iview444_setup.exe ] Paste Hash
Checked hash:

71b44cd3d14376bbb619b2fe8a2632d29200385738dd 186680988 ce32662b
File Contents Preview: 3d6

MZé

Figure 4: Unsuccessful verification of file hash. The provided hash value does not
correspond to any of the hash values calculated for the specified file that the user wishes to
verify. This means that the verified file is not the same as the original file for which hashes
were provided. Maybe the file was corrupted during transfer or storage, or somebody
intentionally modified the original file, possibly to attach malware or unwanted programs to the
file.

2.3.1.2 Saving File Checksums to a File

After file hash values are calculated, they can be saved to a file by checking the ”Save File
Hashes to Files” checkbox. Hashes are saved to the file with the same name as the verified file, but
with the “.chk” extension added. Hashes are saved to a text file whose contents can always be
retrieved later. File contents look like this:

File: iviewd444 setup.exe.chk
Length: 397

Hash values:

MD5:
D569B2D84E1254DB923070C426327E57

SHAL:
57EEOA7364FD2E089B69869F9AF8EG64E34C3A204

SHA256:
54459367952567DB5AR5624F88B4BD373123562DC5B4D2DC5CA9A670518FAQEE
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Figure 5: Contents of the file with extension “.chk” where calculated hash values for a given
file are stored.

2.3.1.3 Calculation of Checksums for Large Files

Calculation of checksums for small files (up to several megabytes) is almost instantaneous
on modern personal computers. The situation is different with large files. For example, on my
computer with the i7-6700HQ processor, calculation of a SHA-512 checksum takes about 4 seconds
for a file of size 200 MB. Times are proportionally larger for larger files, and today it can easily
happen that a user has to deal with files whose sizes are several gigabytes.

HashForm has several features that make working with large files easier. There is an
indicator light in the top-right corner (Figure 6), which indicates status of the application. Only
when all required checksums of a file are successfully calculated, the color of the indicator light
turns green. Another color indicates when the application is busy with calculation. If for whatever
reason all required checksums could not be calculated then the indicator light turns red and remains
read until another calculation is successfully carried out.

When calculating checksums of large files, the “Cancel Calculation” button appears. If user
clicks this button, any calculation that is currently performed is immediately aborted, and the
indicator light indicates that the required checksums were not calculated (Figure 6).

Cancel Calculation Help About l

| Browse

| CopyMD5

Figure 6: Calculation of checksums of large files: indicator light indicates that the
application is busy with calculation, and the “Cancel Calculation” button appears.

2.3.2 Calculating File Checksums of Arbitrary Text

E_ Hash Generator for Files and Text

Hash Generation
(O Files @ Text
File: |

MD5: 7261020502868 16

Figure 7: The “Text” radio button is on when text hashes are calculated or verified.

9
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When text checksums (hashes) are calculated, the “Text” radio button is switched on (Figure
7). When clicking the “Calculated Hash Values” button, checksums are calculated for text that is
entered in the textbox at the bottom (labeled “Text whose hash value is calculated”).

Calculation and verification of checksums for text is done in a similar manner as in the case
of files. After application switches to text mode (e.g. by clicking the “Text” radio button, see Figure
8), user can type the text in the textbox at the bottom and calculate hashes by clicking the
“Calculated Hash Values” button. Hashes are always calculated for all text that is currently in the
text box. After typing additional text, calculated hashes are cleared and the “Calculate Hash Values”
button must be clicked again in order to re-calculate hash values for the new text and display them
in the appropriate text boxes.

[G] Hash Generator for Files and Text — O X
Hash Generation

O Files @ Text Help About

File: | | Browse
MD5: [fb841be16c59defOOO35e33dZaOd1058 l Copy MD5
SHA-1: ’9712771db9409d19efﬂ48807a89b48cdba51d96 ] Copy SHA-1
SHA-256: l8b82e7b34e10ce0789a4660a4c461)50b86abf52d94a‘f4a1293ee7bfc%057fd2 l Copy SHA-256
SHA-512: [ | | | Copy SHA512

Calculate Hash Values Clear | [7] Save File Hashes to Files [] Upper Case Calculate when Typing

Verify Hash Value for the Specified File or Text (any Supported Type): Verify Hash
Hash: [ ‘ Paste Hash
Text whose hash value is calculated:

l%-12345X@PJL JOB@PJL ENTER LANGUAGE = POSTSCRIPT %!PS-Adobe-3.0 A

%3Title: Microsoft Word - 0€_tunconstruct_gresovnik.doc
%$%Creator: PScript5.dll Version 5.2.2

$%CreationDate: 1/13/200€ 2:54:44

$%For: ajgor

$%BoundingBox: (atend)

%%Pages: (atend)afs

$%0rientation: Landscapecscsc fhks fhksa hkhsaj fkhaks hjfk ahfjkaﬂ
%3PageOrder: Special

%3DocumentNeededResources: (atend)

%3DocumentSuppliedResources: (atend)
$%DocumentData: Clean7Bit
$%TargetDevice: (HP ColorLaserJet 5/5M) (2015.104) 4

%$%Languagelevel: 2
%$%EndComments

Figure 8: Calculation of hash values of the text in the text box. Since the “Calculate when
Typing” is checked, calculation is performed immediately when the user types in the text box
and thus the text changes. Yellow indicator light (top right corner) indicates that calculation is
going on for the new text and so the hash values shown are not consistent with the current state
of the text including the very last characters typed in. If typing is paused for a period long
enough that hashes can be calculated for the last state of the text, calculation will catch up and
the indicator light will turn green.

If “Calculate when Typing” is checked, hash values are calculated immediately as the user
types in the text box. This also works where the text box contains very large text, such that
calculation of a hash value takes much longer than the length of time interval between two key
strokes. In this case, hash values are not calculated for all intermediate values of inserted text, such

10
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that calculation can catch up. This means that hash values displayed do not necessarily correspond
to the current text in the text box as they may correspond to the text as it was a few key strokes ago.
If the user stops typing for a while, hashes will be calculated for the last state of text in the text box.
Indicator light at the top right corner indicates when hashes are being calculated and when they
don’t correspond to the latest state of text in the text box. Only when calculation catches up with the
user typing in the text, the indicator light turns light green.

Text can be pasted into the text box from clipboard, therefore it can be copy-paste from
any application that supports selection and copying of text (such as browsers, office applications,
word processors, text editors, etc.). In order to copy-paste the text whose hash values are calculated,
the application must be in the text mode. If in the file mode, user must first click the “Text” radio
button to switch to text mode.

Beside that, text can also be dragged from other applications and dropped into
application window. In this case, contents of the text box is replaced by the dragged and dropped
text (i.e., dropped text is not just pasted between the existent text but it completely replaces the
eventual text already contained in the text box — use copy / paste in order to achieve that behavior).
If the application is in file mode, it automatically switches to text mode when text is dragged and
dropped into the text box. Figure 9 shows a situation when text is dragged and dropped into the text
box from a web browser. See Section 2.3.3 for more details.

£ Hash Generator for Files and Text

Hash Generation
OFiles @ Text i .
File: | | Browse

W Carnotaurus - Wikipedia X T4 MD5: !8795a7724b2400340a5cca33343bba Copy MD5

€ @@ httpsy/enwikipedia.org/wiki SHA-1: |51961c0e591613%4bcObaad 19739e 3813477 Copy SHA-1

SHA-256: [336060924538516cd15de 59447520020 3 5957 fc4d 166 7ecObadd2992a9% Copy SHA-256
SHAS512: [ | Copy SHA-512

W DNA & Igor's index W3Schools Onlii

w9 \ Calculate Hash Values Clear | [7] Save File Hashes to Files [] Upper Case [ ] Calculate when Typing

i ifi = Verify Hash
Article  Talk VerlfyHa.shVaIueforlheSpeclfledFlleorTe)d(anySuppodeype) erify Hasl

Hash: | Paste Hash

Calir Text whose hash value is calculated:

WIKIPEDIA faznotaurus /. ka:rnou'to:rss/ is a genus of large theropod dinosaur that lived in South America during the Late

The Free Encyclopedia Erom Wiki Cretaceous period, between about 72 and €5.9 million years ago. The only species is Carnotaurus sastrei. Known from a
single well-preserved skeleton, it is one of the best-understood theropods from the Southern Hemisphere. The skeleton,

found in 1984, was uncovered in the Chubut Province of Argentina from rocks of the La Colonia Formation. Derived from

) the Latin carno [carnis] ("flesh”) and taurus ("bull"), the name Carnotaurus means "meat-eating bull", alluding to its

Main page bull-like horns. Carnotaurus is a derived member of the Abelisauridae, a group of large thercpods that occupied the

Contents large predatorial niche in the southern Landmasses of Gondwana during the late Cretaceous. The phylogenetic relations

of Carnotaurus are uncertain; it might have been closer to either Majungasaurus or Aucasaurus.
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Figure 9: Text can be dragged and dropped into text box at the bottom. In any application
that supports selection and dragging of text (browsers, office applications, word processors, text
editors, etc.), select the text whose hashes need to be calculated, and simply drag the text into
the textbox at the bottom. If in file mode, application automatically switches to text mode.
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2. User Manual HashForm

In practice, calculating checksums of text is not as common as calculation of file checksums.
There still exist applications of this, e.g. one may want to verify the integrity of messages sent by
another party. The originator may send a large text message via a common communication channel
such as e-mail, and then checksum of the text that was sent via another communication channel
such as SMS. The recipient can check whether checksum of the actually received text corresponds
to the checksum sent by the originator of the message via a different communication channel. If the
message was changed during transmission, the checksums would not match.

2.3.3 Drag & Drop Functionality

The application is most conveniently used in conjunction with applications that can provide
files or text whose checksums are calculated or verified. For example, when the user wants to verify
a file hash, it is likely that location of that file is already open in a file explorer, where the file is
listed together with other files of its containing directory. Although the application has its own
means to locate and specify the file to be verified (i.e. browsing to a file or inserting file path in the
corresponding text box), it may be more efficient to just drag & drop files to be verified from the
file explorer used by the user when working on related tasks (Figure 10). Files can be dragged and
dropped from any file explorer, desktop, or other application that supports such functionality.

Similarly, user can drag & drop text to be verified from any application that supports text
selection and drag & drop of selected text through functionality provided by the operating system
(most modern text editors, office applications, browsers, etc.).

When dragging a file from another application into the application window (Figure 10),
mouse cursor shape indicates that an item is being dragged into the application:

R

When the left mouse button is de-pressed, file path is extracted from the operating system
and the dropped file is used for calculation of file hashes. A file can be dropped almost anywhere in
the application area, which ensures smooth and efficient workflow. Hashes of checked types are
calculated immediately and displayed in the appropriate text boxes after calculation. Application
mode is automatically switched to file mode (if the application was in text mode; see Figure 2) and
application window is brought in front of other windows such that the information about the file and
calculated checksums becomes visible.

Drag & Drop works in a similar manner for text (Figure 9). User can select the text whose
checksums are calculated in another application (such as text editor, office application, web
browser, etc.) and drag the selected text into application window. When text is dropped into
application, the mode is automatically switched to text mode, the dropped text is displayed in the
text box in the bottom, the required hashes (checksums) of the dropped text are automatically
calculated and displayed in the appropriate boxes, and the application window is brought in front of
other applications such that the the relevant information becomes visible.
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Figure 10: Drag & drop a file from the File Explorer on Windows. Files can be dragged
from numerous applications that support drag & drop for files, including your desktop, file
dialog boxes, and a number of third party file explorer applications available for a particular
operating system (see e.g. Figure 14for example on Linux).

2.3.4 Manipulating Window Position and Size

Application is most efficiently used in conjunction with other applications that can provide
files or text whose hashes (checksums) should be calculated. In this way, use of application is
efficiently integrated with normal workflow where user’s favorite applications are used for
browsing the file system of for editing and viewing text. See Section 2.3.3 about using drag & drop
functionality to efficiently integrate calculation of file or text hashes with common applications
used by the user to perform various tasks.

For such use, it is convenient if the application window can be easily moved around and
sized in order to position it optimally relative to other applications. HashForm provides additional
functionality (beside using its window’s title bar and borders) to quickly position and size the
application window.

In order to move the application window, user can click left mouse button any area that
doesn’t contain interactive elements, hold the button and drag window around on the screen.
Mouse cursor changes in order to indicate that window is being moved around:
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2. User Manual HashForm

ASEn,

/o2

In order to resize the application window instead of moving it around, just press and hold
the Control key while dragging the mouse and holding its left button pressed. The other is similar
to moving the window. While holding the Control key pressed, click and hold down left mouse
button on any area that doesn’t contain interactive user interface elements (such as buttons, text
boxes or checkboxes), and drag the mouse in desired direction in order to move the bottom-right
corner of the window. The bottom-right corner of the window will move synchronously as mouse
pointer moves, so you can precisely resize the window as desired. It doesn’t matter in which part of
the window the left mouse button is initially pressed down. It is always the bottom-right corner of
the window that will move in the same direction as mouse pointer while the upper-left corner will
remain fixed. Mouse cursor will change its shape to indicate that the bottom-right window corner is
moved in order to resize the window:

|

For even more convenience, you can readily switch between moving the entire window
and resizing it (mowing its bottom-right corner) simply by pressing or releasing the Control key.
After clicking and holding the left mouse button, dragging the mouse with left button pressed down
will resize the application window (by moving its bottom-right corner) when the Control key is
pressed and move it around when the Control key is release. You can press and release the Control
key as many times as necessary while holding the left mouse button pressed and dragging the
mouse, in order to precisely position and size the application window.

The described gestures (left-click and drag, Control to switch between moving and resizing)
are readily available only when initially clicking on the area that does not contain interactive Ul
elements (buttons, text boxes, checkboxes, radio buttons, etc.). By pressing the Alt key, you can
also use these gestures for sizing/moving the window by clicking on interactive Ul elements. In
this way, you don’t need to hit exactly the space between these elements in order to move or resize
the window by dragging.

Press the Alt key, then click and hold the left mouse button anywhere within the
application window (including on interactive elements such as buttons), release the Alt key, drag
the mouse to move or size the application window precisely as desired, and release the mouse
button to finish. While dragging, hold or release the Control key as appropriate in order to
switch between moving and sizing the window. This order of gestures will ensure that the usual
interaction of the element on which mouse button is pressed is suppressed E.g., if the left mouse
button is pressed while the pointer is positioned over the button, the action bound to that button will
not be triggered. For this to function correctly, the Alt key must be pressed before the mouse
button is clicked and released before the mouse button is released. When the Alt key is pressed,
the mouse pointer changes its shape in order to indicate that usual interaction is modified:

_|_

As long as the Alt key is down, the mouse cursor is modified and the window is not moved or
resized. Moving/resizing begins immediately after the Alt key is released.
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1. Alt key is pressed to enable window moving/sizing gestures over
interactive elements (a text box in this case).
Mouse cursor changes its shape to a cross.

2. Left mouse button is pressed and hold. Mouse cursor changes its
shape (to the shape for moving a window if the Control key is not
pressed, or to the shape for resizing if the control key is pressed). If the
mouse is moved, the cursor takes on the form of a cross and moving the
mouse does not have effect on window position and size.

3. Alt key is released. The cursor shape changes to the move or resize
shape, and window’s position or size follows the mouse (dependent on
whether the Control key is pressed).

In this Figure, the Control key is pressed, therefore the window is
resized (i.e., only the bottom-right corner of the window is moved while
d the top-left corner remains in fixed position).

4, Left mouse button is released. Mouse cursor returns to its normal
[ shape, and the window stops being moved or resized according to
mouse movement.

Figure 11: Stages of moving / resizing application window by using customized gestures.

2.4 Accessing Help and Web Pages

HashForm is an intuitive and simple to use software. Most of the time, it can be used
without special instruction or referring to documentation. However, its features and use are
documented in detail in the documentation, which the user can check for more specific features that
can increase work efficiency.

Clicking the “About” button in the top-right corner opens an info box with basic
information about the software (Figure 12). This box also contains a number of buttons and links
where the user can launch the help file (user manual) or open software site in the built-in or default
browser.
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HashForm
[@] HashFormAboutForm e O X
Info box — contains basic 3
About the Software information about the Launcheshelpin |~~~ Help
software. PDF.
. / . Help (HTML)
HashForm, version 1.6 Navigates to software home | =~ 5
Author: page. View Web Site
Igor Gresovnik

Open Home in Browser

Contact:

| {Ogen Help in Browser
gresovnik@gmail.com

Opens help or home page in

default browser.

www2 arnes.si/~lic3Im2/igor/software/IGLibShellApp/HashForm htmizhashform

\

\

Software home — click this to
navigate to the software web
page.

Figure 12: Accessing help and other information.

This window is opened by clicking the
“About” button.
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2.2 Use

Use of software is very intuitive and you will probably not need nuch instructions in order to discover most of its ellApp/ HashFors
features (Figure 1). In order to calculate various checksums (hashes) of a file, wither drag&drop the fle (e.g from a file
manager application) into the larger text box below, or browse to the file using the Browse button. Al activated types of
checksums are calculated immediately. Use checkboxes on the left in order fo switch calculation of spedific types of
checksums.

) HashAllForm - olEl
Fle o Text Hashes | Depctory Hashes | Aboct
® Files ?
File:
MD5: | 601512906429 15dFcalFelabias
SHA-1 V| 235:76a01 7681786564 6220 JecbestdS32
SHA-256 V| Seddcde 4116047556 1cd0Ebb 1413092 7bbEb00d 204 1060 Jabladc O

SHA 512

Calculate Hash Values Clesr

Hash

<< Type>> <<Path>> OK Initialized.

Figure 13: Information about the software can is accessed by clicking the “About” button.
This opens a box with some basic information such as software version. From there, you can
open documentation or home page either in a built-in browser or in system’s web browser or

PDF viewer. Clicking the “Help” button in the main application window opens the user manual
directly.

2.5 Platforms and System Requirements

HashForm can be run on different platforms. It is based on the .NET framework, therefore,
the framework or one of its variants must be installed on computer in order to run the software.
.NET is usually pre-installed on Windows systems, therefore no additional installations are required
in order to run the software. On other platforms, Mono framework must be installed on computer.
Mono framework is freely available for Windows, Linux and Mac OS X.
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3. About the Software HashForm
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Figure 14: HashForm running on Ubuntu Linux. File whose checksums are calculated was
dragged & dropped from a file manager.

3 ABOUT THE SOFTWARE

Back in 2008, 1 was taking care of securing a couple of multitier business applications built
on the .NET platform. At that time, | created a simple cryptographic command-line application for
my personal use - for encrypting sensitive data stored on my computer or the internet (on public
sites or services such as Dropbox) and for data integrity checks.

While command-line application was very convenient for many tasks, | found it would be
more comfortable to have a simple user interface for calculating and verifying file checksums. 1
created the first version of HashForm in 2008 and made it available for public. The emphasis in
design was on good integration with the operating system and file managers and on being able to
work really quickly when only calculation and verification of standard hash functions was needed
file by file.

In April 2017, I corrected some bugs and added this user manual.

For more many operations | continue to use the command-line application (HashShell), e.g.
for verification of data integrity of whole directory structures or encryption. When calculation or
verification of cryptographic hashes (checksums) of a few files is all that is needed, I find
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3. About the Software HashForm

HashForm more efficient to use because of its graphical interface, drag & drop and browsing
functionality.
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Links HashForm

Some Links

e HashForm home.

e HashShell - a cryptographic command-line shell, which includes functionality
provided by HashForm and many other functionality, in addition (including
symmetric and asymmetric encryption, keys and certificate manipulation, etc.).

e IGShell - IGLib's shell application, set of selected or demonstrational functionality
provided by IGLib, accessible through command-line interpreter (shell). Interactive
mode is possible. 1GShell, can also be used to launch the IGForm as its embedded
application. IGShell also includes the complete HashShell as its embedded
application.

e Investigative Generic Library (IGLib.NET) - a library on which the software
(including HashShell and IGShell) is based. Some other software:

o NeurApp — an educational application for visually exploring features of
function approximation with artificial neural networks (ANN). It creates 1D
and 2D ANN models of user defined functions and provides visualization
capabilities to compare these models with originals. NeurApp can be
downloaded from Softpedia.

o AnnApp — software for exploring multidimensional ANN-based models.

o 1GShell - a shell application based on IGLib.

o Oscillator Modeller — an educational application for playing with nonlinear
driven oscillators and their resonance curves.

e Wikipedia: Checksum - explains checksums and how they are used to verify data
integrity, especially, whether data has been changed during storage or transmission
(e.g. download from internet).

e Wikipedia: Cryptographic hash function - hash functions that can also be used as
checksum algorithms. These functions have additional requirements that make it
difficult for malicious software or persons to falsify results of data integrity tests.
Beside calculation of checksums, cryptographic hash functions are used for several
other purposes, including password protection and data authenticity (in conjunction
with asymmetric encryption algorithm).

e Wikipedia: Data integrity - Explains the topic in more detail.

e .NET Framework - download site for Windows. HashForm must have one of
the.NET framework variants installed that include the WinForms. .NET framework
is already installed on most Windows machines, so you will probably not need to
download it if you run the application on Windows.

e Mono Framework - download site for Windows, Linux and Mac OS. Mono includes
implementation of WinForms and can therefore be used to run HashForm. The
application was tested on Linux with Mono and works reasonably well. On Windows
machines | recommend using Microsoft's .NET framework, which is usually
preinstalled on computers with Windows, so you don't need to download and install
the framework yourself.
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